Anexo B

Tabela de atagues detectados e blogueados no acesso de usudrios externos aos sistemas
disponibilizados pelo TJR] e de conexbes originadas pelos usuarios internos aos recursos

disponibilizados na Internet. Conexbes blogueadas no més de Maio.
Top N Attacks
# Attack Name Severity Attack Count

1. Too Many Outbound Rejected TCP Packets Medium 23179

A MALWARE: File Mismatch Detected Medium 11039

3. HTTP: Overly Long POST URI in HTTP Request Medium 7009

4, HTTP: Microsoft Windews Shell CLSID File Extension Medium 4312
Vulnerability

5. IP: Connection Limiting Rule Match Medium 3301

6. IPv4: TCP Session Hijacking Attempt Detected Medium 2736

7. HTTP: Keephlive Request Detected Medium 2467

8. HTTP: Adobe Preducts PNG file Stack Buffer Overflow  |Medium 2130

qQ, HTTP: Microsoft Windows HTTP Services Integer High 1225
Underflow Vulnerability

10. |HTTP: Weblegic File Source Read Medium 870

11. |DNS: ISC BIND RRSIG Record Response Assertion High 804
Failure Denial of Service

12 P2P: BitTorrent Meta-Info Retrieving Medium 644

13. MSSQL: SQL Server Worm Slammer High 629

14, HTTP: Microsoft Internet Explorer Remote urlmon.dll Medium 573
Buffer Overflow

15. |HTTP: Mozilla Products Frame Comment Objects Medium 541
Manipulation Memery Corruption

16. SMTP: Exim SPA Authentication Remote Buffer Overflow |High 352

17. HTTP: Microsoft Edge Out-of-Bound Vulnerability (CVE- |High 290
2017-0023)

18. |HTTP: Repeated Download Detected Medium 239

Top N Attacks
# Attack Name Severity Attack Count

19. HTTP: Acrobat Reader Memory Corruption High 172
Vulnerability(CVE-2016-6955)

20. |HTTP: Adobe Acrobat Memory Corruption High 157
Vulnerability{CVE-2016-0936)

Tabela de sites categorizados peio Web Gateway, no més de Mario, conforme o grau de risco do
site acessado pelo usudrio. As categorias high risk e medium risk sdo automaticamente
blogueadas:

Reputation

B Minimal Risk

B Unverified
High Risk

B Medium Risk

Total

FRM-DGTEC-041-01

Revisao: 02

Data: 30/03/2015

Numero de Web Summary
12.118.548
554.366
124.405
98.933
12.896.252
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